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MONDAY, JULY 16, 2012 

10:00 AM - 7:00 PM  RegiStRAtion

7:00 PM - 10:00 PM  WelCoMe ReCePtion
 •  Jared Cohen, Director, Google Ideas

 •  Jane Rosenthal, Co-Founder, Tribeca Film Festival

 •  Jim Lindsay, Council on Foreign Relations

TUESDAY, JULY 17, 2012

8:00 AM BReAkFASt

8:45 AM enteR MAin RooM

9:00 AM oPening Video

9:05 AM WelCoMe ReMARkS

9:15 AM  tHe deBAte: Framing the Challenge  
with technology
Technology of all sorts is fueling illicit networks in the modern era, but 

how bad is it? And how bad is it likely to be? To frame the debate, Marc 

Goodman, from Future Crimes and Singularity University and Astro Teller, 

the Director of New Projects, Google X, will offer their views in a sharp, back 

and forth dialogue over the future of the illicit in the digital age. 

 •  Marc Goodman, Founder of Future Crimes
 •   Astro Teller, Director of New Projects, Google X

AgendA



 •  Naval Postgraduate School: From Data to Strategy (1 day)
 •  North Korea Intellectual Solidarity: Lighting Up the Dark (2 days)
 •  Palantir / International Consortium of Investigative Journalists: Telling 

Stories with Data (1 day)
 •  Rogue Genius: Attacks on Activists Through Insecure Technology (1 day) 

 •  Unlabs (2 days)
 •  WITNESS: Firsthand Video in the Smoke-Filled Room (2 days)

12:35 PM lunCH 

2:05 PM keynote: Freedom from Fear
Eric Schmidt, Executive Chairman, Google

2:20 PM Q&A FRoM tHe AudienCe

2:35 PM  ligHtning PReSentAtion: Cyber Money laundering 
Derek Gabbard is the chief executive officer of Lookingglass, a company focused 

on intelligence in the cyber domain, which allows customers to start to track and 

understand all of the threats and activities related to their issues and concerns on the 

Internet. Sean Tierney is director of threat intelligence at JP Morgan Chase. In this role, 

Tierney is responsible for identifying illicit networks, tracking threats, and determining 

their correlation with financial industry networks. 

2:40 PM diSRuPting tHe Money
Understanding and disrupting the flow of money within illicit networks is probably 

the most effective means of hobbling them. This panel brings together some of the 

foremost experts on the threat illicit money poses to the licit economy - and how best to 

keep it out by exploiting these networks’ vulnerabilities.

 •  Phil Rosenberg, Director, Deloitte Financial Advisory
 •  Anthony DeChellis, CEO Private Banking, Credit Suisse
 •   Moderator: Juan Zarate, former Deputy National Security Advisor to 

George W. Bush

3:15 PM BReAk

9:35 AM Putting A HuMAn FACe to illiCit netWoRkS
Debate over the role of technology and illicit networks can cause us to lose sight of 

their human costs. What is it like to find yourself trapped in one of these networks? 

How are people tricked or coerced into being part of them? And how do they get out? 

Understanding the answers to these questions can help generate both policy and 

technical recommendations. 

 •  Rani Hong
 • Juan Sebastian Marroquin Santos
 •  Deependra Giri 
 •  Kimmie Weeks
 •  Jessie Nicole
 •    Moderator: Pardis Mahdavi, Google Ideas Fellow and Author  

10:20 AM A gRAVe gRey MAtteR
The International Consortium of Investigative Journalists is breaking a major illicit 

networks story. They will show the data behind their investigation, using the Palantir 

software suite.

 •  Gerard Ryle, Director, ICIJ 
 •  Katherine Willson, Reporter, ICIJ
 •  Dan Potocki, Initiatives Group Lead at Praescient Analytics

10:35 AM PReSS Q&A 

10:45 AM BReAk

11:05 AM inFo lABS
This is an opportunity for participants to roll up their sleeves and make an impact.  

Each INFO lab aims to change the technical, economic, legal, or social landscape of illicit 

networks. It is run by a company or a Google team that already has a relevant project 

underway. 

 •  Caerus : Winning the Social Contest against Violent Illicit Systems  
(2 days)

 •  Center for a New American Security: Disrupting the World’s Largest 
Money Laundering Schemes (2 days)

 •  The Chertoff Group: Beyond Gates and Guards: Logical & Physical 
Security (2 days) 

 •  Gen Next: Coaching for Civic Entrepreneurs (2 days)
 •   INTERPOL Global Register: Inviting Everyone to Fight Illicit Trade  

(2 days)
 •   Lookingglass: Tracing Connections Among Illicit Cyber-Infrastructure  

(2 days)
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5:30 - 7:00 PM BReAk

7:00 - 10:00 PM dinneR And enteRtAinMent
 •  Cocktail Hour

 •  Dinner

 •  Announcement of Tribeca Film Festival Winners

 •  Performance

WEDNESDAY, JULY 18, 2012

8:00 AM BReAkFASt

9:00 AM enteR MAin RooM

9:15 AM WelCoMe BACk
Jared Cohen, Director, Google Ideas

9:20 AM noRtH koReA: MAFiA StAte?
An increasing number of states are taking advantage of their status within the 

international system to conduct illicit activities. Through the perspective of former 

North Korean smugglers and traffickers, this panel will highlight the mafia state North 

Korea has become. Panelists will describe how they used to smuggle drugs, weapons, 

prostitutes, and counterfeited dollars in and out of North Korea and how they now use 

their old illicit networks to help smuggle information in and defectors out.

 •  Kwang-Jin Kim 

 •  Heong-Kwang Kim
 •  Hyeon
 •  Yun-Mi Jang 

 •  Moderator: Sheena Greitens, Harvard University

3:40 PM diSRuPting logiStiCS And CRitiCAl nodeS
Airports, ports and the world’s critical supply routes are as critical to illicit networks as 

they are to legitimate trade, creating significant choke points for disrupting them. 

This panel identifies critical nodes connecting illicit networks by those whose job it is to 

stop them.

 •  His Excellency Ahmed Butti Ahmed, Director, Dubai Ports and Customs
 •  Arif Alikhan, Deputy Executive Director, Law Enforcement and Homeland 

Security for Los Angeles World Airports
 •  Alberto Alemán Zubieta, CEO, Panama Canal Authority
 •  Moderator: Ron Noble, Secretary General, INTERPOL 

4:25 PM  ligHtning PReSentAtion:   
Social networks and Somali Pirates
Farley Mesko is an operations officer at the Center for Advanced Defense Studies. He’ll 

present data on how social media can be used to disrupt social nodes in Somali Piracy. In 

addition to his operational responsibilities at CADS, Farley is currently designing a pilot 

program to implement distance learning initiatives in post-conflict environments in the 

Middle East and Central Asia.

4:30 PM   ligHtning PReSentAtion: From Ak-47S to glocks –   
Rethinking Arms transfers (Robert Muggah)

4:35 PM diSRuPting illiCit ARMS
This panel will look at the illicit arms trade from light arms, such as AK-47s, and discuss 

how they are obtained, moved, and where they end up.

  •  Ian Biddle, arms expert

 •  Okello Sam, former abducted child in the Uganda National  
Liberation Front

 •  Sylvia Longmire, author of Cartel
 •  Moderator: Robert Muggah, Principal, SecDev Group and and  

Research Director at Igarape Institute

5:10 PM ligHtning PReSentAtion: Fonderie 47
Peter Thum will share his organization’s program which takes stockpiles of AK-47s,  

turns them into high-end jewelry, and then uses the profits to go out and destroy 

stockpiles of weapons.

5:15 – 5:25 PM WRAP-uP 
Scott Carpenter, Deputy Director, Google Ideas, will summarize the day of “Disruption” 

setting the stage for ”Empowerment”
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3:15 PM FRee exPReSSion in tHe FACe oF FeAR
Freedom of expression is typically associated with politically motivated state censorship. 

However, the threat of violence by non-state entities like the Taliban, Los Zetas and 

many others has created a wall of fear leading to self-censorship. This panel will explore 

this phenomenon and highlight ways courageous individuals are using technology to 

overcome it.

 •   Cándido Figueredo Ruiz
 •  Andres Lopez
 •   Jorge Soto, Founder of Citivox
 •   Wilthelma “T” Ortiz Walker Pettigrew
 •   Moderator: Jared Cohen, Director, Google Ideas

4:00 PM  ligHtning PReSentAtion: using Smart Phones to Help identify 
trafficked Persons (Matt Friedman)

4:05 PM ReMoVing tHe “CHAinS” FRoM “SuPPly CHAinS”
By understanding the links between illicit and licit supply chains, advocates and civil 

society can develop technologies to disrupt them. The panel will feature concrete 

examples of how this is being done and will include critical lived experience.

 •   Yusril Kurniawan
 •   Jonathan Geach, Executive Director, Double Helix Tracking
 •  Lanvy Nguyen, Managing Director, Fashion4Freedom
 •    Ben Skinner, Senior Fellow, Schuster Institute for Investigative 

Journalism at Brandeis University
 •   Moderator: Anne-Marie Slaughter, Princeton University

4:45 PM lAB HigHligHtS
Scott Carpenter, Deputy Director, Google Ideas

4:55 - 5:00 PM CloSing
 •   Stewart Patrick, Senior Fellow and Director of the International 

Institutions and Global Governance Program, Council on Foreign Relations
 •   Jared Cohen, Director, Google Ideas

10:00 AM  Minding tHe gAP: illicit networks, terrorists  
and Proliferators
What is the relationship between terrorist groups and illicit networks, including 

proliferators? How do they use illicit networks to move money, goods, weapons, and 

people? This panel explores existing gaps in institutional responses to the growing 

nexus between these organizations.

 •   David Asher, Former Director, The National Security Council’s North 
Korea Activities Group

 •  Brian Dodd, Director, DEA Operations Center on Counterterrorism and 
Transnational Crime

 •  Honorable Andrew Weber, Assistant Secretary of Defense, WMD
 •  David Kilcullen, CEO, Caerus Associates
 •   Moderator: Chris Isham, Vice President and Washington DC Bureau Chief, 

CBS News

10:45 PM   ligHtning PReSentAtion: the Connected illicit System  
(dr. Scott Helfstein)

10:50 AM BReAk

11:15 AM  ligHtning PReSentAtion: data Science (Jason Payne)

11:20 AM BitS oF dAtA
As structured and unstructured digital information accumulates, it becomes critical 

to examine how such data can be used to understand and disrupt illicit networks. This 

panel will look at both the data and at the tools currently being used to understand and 

act upon its insights.

 •  Francisco Niembro, Undersecretary for IT, Ministry of Public Security, 
Mexico

 •    Mike Leiter, former Director, National Counterterrorism Center
 •   Javier Osorio, University of Notre Dame PhD candidate in political science
 •   Moderator: Michael Chertoff, former Secretary of Homeland Security  

and co-founder of the Chertoff Group 

12:00 PM inFo lABS Continued

1:30 PM lunCH

2:45 PM  keynote: it don’t Come easy - Mexico’s Fight  
for Security
Dr. Alejandro Poiré Romero, Secretary of Interior, Government of Mexico 
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ILLICIT NETWORKS : 
AN OvERvIEW  
By Pardis Mahdavi, Google Ideas Fellow, Pomona College, with 

thanks to Jay Chittooran, Council on Foreign Relations

Illicit networks, by definition, are covert, 
illegal, or informal, and can sometimes use 
force, fraud or coercion. They cover a lot of 
ground; illicit networks include trafficking 
(drug, arms, and human), organized crime, 
terrorism, organ harvesting, and many other 
areas throughout the informal economy. 
These networks appeal to wide swaths of 
people because they are less cumbersome, 
generate better work opportunities and 
create more profitable ways to make money. 
In efforts to combat them, many countries, 
unilaterally and multilaterally, have enacted 
laws proscribing their activities, ironically 
creating new areas for these networks 
to exploit. This is a brief background on 
elements of this cat-and-mouse game, a 
discussion of legal considerations, and an 
exploration of the role of technology in these 

illicit networks.   

BACkgRound: deFinitionS  
oF SAlient teRMS, dRAW  
oF illiCit netWoRkS, &  
SuPPly CHAinS

What are illicit networks and what 
is their appeal? The terms illicit and 
licit are incredibly broad and are often 
interconnected or operate on a continuum. 
Illicit networks  can refer to areas ranging 
from arms trafficking to organ harvesting  
to informal or counterfeit exchange of goods 
or currency. 

The limits of each term are not clear, and 
there are no universally established or 
accepted definitions. Rather, each state 
defines its own laws, which are themselves 
socially constructed —and malleable, creating 
a lot of grey areas in what many suppose to 
be black and white. 

Consider for example, a young babysitter 
who is paid under the table and is therefore 

iSSue BRieF

Money hidden in pastries seized by German customs agency Zoll is 
displayed before agency’s annual results news conference in Berlin 

(Thomas Peter/Reuters).

Money hidden in pastries seized by German customs agency Zoll is 
displayed before the agency’s annual results news conference in Berlin  

(Thomas Peter/Reuters).



Structural violence is often identified as an impetus  
for joining illicit networks. The manner of this violence, 
which includes poverty, debt bondage, and threats related 
to gender and race, creates interest in—and thus, the draw 
of—illicit networks that can provide access to money, job 
opportunities, and the hope of escape from  
structural violence.

As Philippe Bourgois noted in In Search of Respect: Selling 
Crack in El Barrio, drug dealing is desirable because of the 
ability to make large sums of money relatively quickly with 
little concomitant risk. One person in the book described 
how he would make the same amount of money in a 
12-hour shift at McDonald’s as he could in 15 minutes of 
selling crack. However, the draw isn’t solely tied to illegal 
goods; it can also be related to legal goods that are used, 
acquired, or transported in illegal ways. For instance, crude 
oil smuggling is common practice in the Middle East and 
in Asia to avoid taxes and levies and to satiate demand. 

Technology has also made anonymity more plausible, 
allowed for information sharing, and encouraged 
efficiency. For example, sex workers relate how the 
ability to share information about clients and STD test 
results has helped reduce violence in their industry. More 
information on this is in the technology section. Together, 
this has all played a major role in incentivizing the illicit 
over the licit, all of which tips the scale, even with the fear 
of arrest, in favor of the illicit.

Supply chain evaluation is proving a major weakness 
in the armor of illicit networks around the world. Until 
recently, many companies around the globe have been or 
are implicitly involved with illicit networks through their 
“licit” supply chains. Previously, if a good was produced 
illegally—in an illegal fashion, location, or with forced or 
coerced labor—there was a level of tacit approval that 
came from these organizations.However, advocates, 
reporters, and technology are increasingly empowering 
consumers with knowledge, and companies—conscious 
of their brands—are being held accountable. Legislatures 
are also creating tools that help drive the process. The 
California Transparency in Supply Chains Act of 2010, for 
instance, requires information about imported goods 
to be widely accessible and companies are obligated to 
clearly lay out their plans to combat trafficking within 
their supply chains. However, problems still remain. Faulty 
supply chains and relentless consumer demand for cheap 
timber have helped created the illicit timber industry, 

which generates earnings of $10-$15 billion per year. 
Lumber producers forge certifications and commit label 
fraud to make illegal timber seem perfectly legitimate, 
and falsely label timber as more expensive types of trees. 

Recent investigative articles have highlighted these issues 
and brought attention to them. For instance, in a recent 
exposé on segments of the New Zealand fishing industry, 
it was discovered that Indonesian fishermen were made 
to work for little pay and in harsh conditions. Even worse, 
the fruits of their (coerced) labor ended up on the shelves 
and tables of American companies and consumers. 
Through such stories and the speed of information flow, 
the implicated companies took action at record speed, 
illustrating the power of combining technology with 
narratives of lived experience.

Solid and reliable data, which is required to engage with 
governments and effectively combat illicit entities, is 
woefully lacking. Even the best databases, which are 
maintained by the United Nations Office on Drugs and 
Crime, have their problems; they depend on input from 
national government, can rely on guesswork, and are 
politicized. Indeed, states have been known to exaggerate 
their data to gain more funding, or alternatively, downplay 
their data in order to be presented as a success story. Even 
more troubling, there is no established methodology on 
what data to use and how to assess it. Having better data 
collection and sharing strategies will allow countries and 
international organizations to more properly respond to 
the threat of illicit networks. 

part of the illicit economy. Are her activities criminal and 
worthy of punishment? The same question is raised for 
the nanny who migrated from the Philippines to Dubai, 
perhaps without proper work papers, but is employed 
as a domestic worker, or the domestic worker in Rome 
who also has a side job in the sex industry. Where 
does the licit end and the illicit begin? Often terms like 
illicit (and informal and illegal, both of which are used 
interchangeably) are loaded and suggest something 
criminal. The greater the perceived level of deviancy, the 
higher state level of scrutiny comes into play, potentially 
criminalizing those who are trying to make ends meet.

Even then, however, the state can get it wrong. In the 
case of human trafficking, despite increased attention 
and greater understanding of the attendant issues at 
play, scholars have argued that the United Nations’ 
definition for human trafficking is far too broad, that 
its operationalization is focused too exclusively on 
sex workers and seen too narrowly through a prism of 
criminality. A human rights perspective, they argue, 

would better inform public policy decisions. The term 
human trafficking in popular conversations is like a rubber 
band. It stretches wide enough to encompass all sex 
workers (whether forced, defrauded, or coerced or not), 
but then shrinks to exclude those outside the sex industry 
such as forced laborers in garment and fishing industries. 
Across the board, however, trafficking is conceptualized 
within a criminalization framework.

The sheer draw of illicit networks for individuals, groups, 
and some states cannot be ignored.  By virtue of operating 
without reference to law—especially tax law—these 
networks are perceived by those who use them to be 
more efficient and much more lucrative. They can create 
work opportunities where there are none in the formal 
economy, especially where poverty and debt bondage 
drive individuals to desperate measures. Technology has 
also contributed to the draw by making it easier for illicit 
entities to remain anonymous, increasing the security of 
certain illicit networks.

Narcotics wrapped in 10,000 brown and silver packages are on display in the patio of the Morelos military base in Tijuana  

(Jorge Duenes/Reuters).

Illegal loggers sit on their boat after loading wood they cut from mangrove forests 
before they are detained, in Port Klang, Malaysia  

(Bazuki Muhammad/Reuters).
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criminalize formerly legal activities can create whole new 
areas of illicit activity. Harsh enforcement tactics can also 
reinforce the political and social capital of illicit entities, 
exacerbating the situation. 

The most salient production of illegality through legal 
prohibitions is in the domain of human trafficking. The 
Trafficking in Persons (TIP) report, issued annually since 
2001 by the U.S. State Department, emphasizes increasing 
law enforcement, tightening borders, and raising the 
number of raids and arrests against trafficking offenders. 
Indeed, through the Convention against Transnational 
Organized Crime, the UN’s efforts are focused on policing 
and punishing, instead of on the causes, the draw, and 
prevention. This hyper-focus on enforcement often has 
negative repercussions, perpetuates the criminalization 
of workers, and continues making the workers vulnerable. 
It is a widely accepted fact that when countries tighten 
borders and constrict immigration laws, the number of 
people migrating through illegal channels increases. For 
instance, the goal of the Philippines Household Reform 

Package of 2006 was to encourage better work conditions 
and prevent abuse. 

However, Filipinos continued to be in demand in the 
Middle East and they still wanted to go there to work, so 
they relied on unlicensed middlemen and illegal channels 
to avoid the Act’s provisions. By making it too challenging 
to emigrate legally, the Act encouraged de facto illicit 
network engagement. 

Similarly, in the case of prostitution, criminalizing 
demand, which was a strategy for reducing sexual 
slavery, pushed the industry underground. The legislation 
succeeded in stigmatizing the purchase of sex, but sex 
workers reported higher levels of violence and greater 
danger. 

Another example of illegal trafficking made more 
hazardous by legal practice is in the drug and arms trade. 
States can encourage illicit activity both intentionally

Former North Korean leader Kim Jong-Il visits the Ryongwon power plant in North Korea  

(KCNA/Reuters).

legAl QueStionS: tHe RelAtionSHiP 
BetWeen tHe liCit And illiCit,  
& MAFiA StAteS
By definition, transnational crime crosses borders, but 
efforts to combat it remain corralled within national 
borders. Existing international legal frameworks focus 
too little on combating corruption and do not effectively 
address the market that underpins transnational crime 
globally. The current regime suffers from critical normative 
gaps, and sensible strategies where norms exist. The UN 
Convention Against Transnational Crime is the central 
international framework governing crime, but it has not 
been implemented faithfully. The UN Office on Drugs 
and Crime and INTERPOL, the primary global institutions 
responsible for coordinating multilateral anticrime 
efforts, the UN Office on Drugs and Crime and INTERPOL, 
remain grossly underfunded. Bilateral programs like Plan 
Colombia and the Mérida Initiative channel significant 
funds toward the effort, but the aid is overwhelmingly 
military, and funding for more comprehensive solutions 
has consistently decreased year after year. 

The central legal instrument for fighting transnational 
organized crime is the 2000 UN Convention on 
Transnational Organized Crime. But the treaty has no 
implementation mechanism and does not adequately 
account for the increasingly activity-based, horizontal 
structure of criminal syndicates or the growing nexus 
between organized crime and terrorism, corruption, 
conflict, public health, global finance, and modern 

technology. Furthermore, the international community 
has yet to agree to an operational definition of 
transnational crime. As a result, monitoring and 
enforcement of international agreements on crime and 
corruption is weak, many countries have not signed onto 
important treaties, and national legislation is unevenly 
implemented. The landmark United Nations Convention 
Against Corruption criminalizes a wide range of corrupt 
acts, including bribery, kickbacks, money laundering, 
embezzlement, and obstructing justice, but does not 
provide for monitoring state parties’ compliance with 
the convention, or enforcement of states that neglect 
their responsibilities under the treaty. On the bright 
side, nations and international institutions are slowly 
integrating public health, development, and community-
based practices to decrease not only the supply but also 
the demand for illicit commodities.

Mutual legal assistance, capacity building, and anti–
money laundering provisions are also critical to stopping 
organized crime. Pursuing suspects requires intelligence 
sharing, extradition, cross-border police cooperation, 
and capable domestic institutions. However, nations 
guard judicial and policing as sovereign authorities—
undermining efforts to track crime across borders. The 
Financial Action Task Force, an initiative of the OECD, has 
adopted a successful policy of “naming and shaming” 
noncooperating jurisdictions, and has enlisted countries to 
craft legislative frameworks to combat money laundering. 
Overall, however, programs for judicial cooperation and 
anti–money laundering work lag far behind the criminals 
that hopscotch between sovereign jurisdictions. [For an 
in-depth discussion on the international cooperation to 
combat crime, see the Council on Foreign Relations’ Global 
Governance Monitor: Transnational Crime]. 

Further, the interplay of law and its lack blurs the 
boundary between the licit and illicit. States often 
engender illicit activities through the creation of new laws 
and regulations. Some states take advantage of laws 
designed to protect them such as diplomatic immunity to 
engage in illicit activities. To make actual improvements 
on the ground, states, the NGO community, and their 
citizens need to create virtual dynamics in which better 
legal frameworks combine with law enforcement and an 
empowered civil society to increase community resilience

Complicating matters further, the increase in illicit activity 
is partly self-inflicted. With a stroke of a pen, policies that 

A justice statue is pictured at the office of Masoud Shafie, lawyer for the three U.S. hikers 
charged with spying after they were arrested near Iran’s border with Iraq, in Tehran  
(Morteza Nikoubazl/Reuters).
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There are few already existing multilateral legal tools that 
can be used to counter these challenges. Better processes 
for data collection and information sharing must be 
created in order to promote a clearer understanding of and 
ability to better combat the problems inherent in the grey 
zones of legality and illegality. 

teCHnology CoMPonentS
Technology has always been a boon to illicit networks, 
as many entities are early adopters of mechanisms 
that enable them to stay one step ahead of the state. 
Today, everything from cellular technology to drones to 
genetic engineering is fueling illicit networks. Technology 
cuts both ways and has been used to good effect by 
governments and non-governmental entities to map and 
disrupt various networks.

Technology has been beneficial to illicit networks  
in many ways beyond encouraging the creation of 
nefarious networks. 

Dealers of all sorts of illicit goods can now find customers 
and other dealers online and, through the use of cell 
phones, many face-to-face drug deals that might have 
turned violent in the past are now avoided. Throughout 
the world, but specifically in Asia, Eastern Europe, and 
South America, many migrants rely on unlicensed online 
recruiters. Sex workers advertise, connect, and screen 
clients online, all of which reduces violence, gives the 
workers protection from the police, and decreases the 
reliance on pimps. Additionally, the Internet enables sex 
workers to share information with one another about bad 
clients—”bad Johns”—quickly. Furthermore, technology has 
been used to provide anonymous STD and HIv testing, 
with results disseminated to client bases and other sex 
workers, while making education and prevention resources 
readily available.

Mobile devices in particular have been beneficial to illicit 
networks of all stripes. For example, in California prisons, 
drug-traffickers often have cell phones smuggled into 
prison so that they can continue running their business. 
More technologically savvy smugglers sometimes wear 
GPS bracelets monitored by a control room, which is in 
contact with a network of spotters reporting the locations 
of police. With this information, the control room can  
map the scenario and give the smugglers directions to 
evade capture.

Technology can provide important services specifically 
to anti-trafficking efforts. Technology could help raise 
awareness among international officials, civil society,  
and vulnerable populations. Online platforms or networks 
could also help broadcast best practices and allow anti-
trafficking workers to communicate. As mentioned earlier, 
data for all illicit networks is inadequate, and technology 
could improve current understanding. Innovative data 
mapping technology that linked migration flows to 
economic conditions and trafficking evidence might also 
provide a framework to understand trafficking and illicit 
networks more broadly, and tailor better responses to 
these threats. Technology could also provide a platform 
for human trafficking survivors to keep each other alive, 
equipped, and networked. Social media applications 
provide a useful starting point to connect survivors, but 
would not be universally appropriate since many survivors 
would not have access to a smartphone. Ideally, these 
networks would offer psychological support and provide 
resources for victims to recover and rebuild their lives.

At the same time, technology is also being used to 
undermine illicit networks, and share information with 
vulnerable populations. The United Nations is developing 
a trafficking hotline available in many languages for the 
entire Mekong Delta. The BBC World Service recently 
launched “listening circles” for trafficking-related radio 
programming, which has proven to be successful in 
informing and teaching vulnerable groups. 

Interestingly, through new laws, the licit and the illicit 
often meet at a technologically-mediated border. This 
has happened in multiple industries. For instance, when 
marijuana became legal in California with the passage 
of Proposition 215 in 1996, dispensaries were permitted 
to distribute the marijuana, but were unable to keep up 
with the huge demand. Dispensaries became dependent 
on the illicit network of marijuana growers and traffickers 
to bolster their supply. This dependence, however, hinged 
on a web marketplace, which provided a venue for both 
buyers and sellers who previously operated in the illicit 
sphere to connect with the licit sphere.

Further, the agriculture and citrus industry in the United 
States is able to circumvent certain labor codes and rely 
on undocumented laborers. These workers first 

through covert support and unintentionally through 
ineffective and stringent laws that reshape the market. 
Interestingly, the smuggling of legitimate commodities, 
such as tobacco, pharmaceuticals, and alcohol, and even 
cars and computer chips, is also a form of illegality created 
by legality. Smugglers will go this route to evade taxes 
and circumvent embargoes to generate a greater profit.

A common struggle with those who are trafficked is that 
governments do not entirely understand how to help. 
Authorities will try to rescue and liberate those that are 
in illicit networks, especially those are who are trafficked, 
sometimes against their will. However, this rescue is often 
considered the end goal, and there is no consideration for 
the survivor’s future and the real impact on the survivor’s 
life and livelihood. For instance, even if a survivor 
returns to their home, it’s widely accepted that once a 
survivor is associated with the police–even if not by their 
choosing—that person will face ostracism or persecution 
for seemingly cooperating with the police. And, as with 
many efforts to combat crime, these rescue raids often 
suppress the criminal activity in one area, but the high 
demand encourages its rapid resurgence nearby without 
any significant disruption of the crime.

If the implementation of current legal practices not only 
fails to combat illicit networks, but also unintentionally 
fosters their endurance, proliferation, and reconfiguration, 
how should global policies respond to the prevalence 
of illicit economic globalization? Instead of relying on 
policies that seem abstracted from the lived experiences 
of workers, policymakers would be better served by taking 
lived experience into consideration, reforming labor laws 
and strengthening civil society.

States and the larger global community are taking steps 
to address these concerns, focusing on state-centric 
approaches that are enjoying varying degrees of success. 
It is important to consider multiple factors, including 
the origins of the problem, the sources of support, and 
the lived experiences of workers, when deciding policy. 
However, there remain state policies that do not recognize 
the need for a multi-pronged approach and instead 
target individual entities and micro-processes, like sex 
trafficking, while ignoring other aspects within illicit 
networks. Policies need to take a broader view on the 
structural violence and the forms of systemic exclusion 
that fuel involvement in transnational criminal activities. 
A more holistic and human rights-oriented approach, 

rather than an excessive focus on criminalizing specific 
entities, which further pushes illicit networks into  
the margins where they are less likely to be regulated,  
is necessary. 

States themselves can also be engaged in criminal 
enterprises, though their laws may not criminalize them, 
in order to remain in line with state interests. States also 
often work with corporations to create laws that might 
encourage rights-violating industries. This engenders a 
hybrid state, or corporation as the case may be, that is 
nimble, protected, and particularly hard to combat. It is 
one thing when countries produce laws with unintentional 
negative consequences, but what about states that make 
intentionally illicit laws for profit? 

Illicit activity is not confined solely to any specific type of 
state; rogue, criminal state activity has been reported in 
rogue states, emerging democracies, and even advanced 
democracies. For instance, the North Korean government 
is complicit in the production and smuggling of everything 
from fake viagra to opium and methamphetamines. The 
government has been reported to force its citizens to 
produce drugs and is widely found to be involved in other 
illicit industries, including counterfeit money, insurance 
fraud, and arms trafficking. 

State involvement in transnational crime amplifies law 
enforcement challenges for several reasons. This practice 
affords criminal enterprises a blanket of protection and 
also protects state officials from prosecution in other 
countries. For instance, an increasing number of states 
have allegedly been taking advantage of diplomatic 
privileges and using their embassies as hubs of illicit trade. 
 

A foreign domestic worker walks into shelter run by Caritas in Dora, Lebanon  

(Cynthia Karam/Reuters).
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began coming to the U.S. over a century ago 
through guest worker programs, such as the 
bracero program, which offered limited rights and 
documentation status. These illicit trafficking 
networks now rely on technology to not only get 
across the border, but also to find out what farms 
need workers, and how many total workers are 
needed. The agriculture industry is dependent 
on migrant workers who use illicit networks that 
are structured and bolstered by technology to 
organize both worker supply  
and demand.

While developments in illicit networks, especially 
as they relate to technology, are still ongoing, 
the current relationship provides grounds for 
optimism. Though technology can make it easier 
for illicit networks to operate in the shadows, 
it also provides a range of powerful tools by 
which civil society can unmask and disrupt illicit 
activities. Furthermore, technology can empower 
those who suffer from structural or physical 
violence, and open up other avenues for support, 
communication and outreach. 

ConCluSion

While illicit networks across the globe are thriving, 
a review of the circumstances and situations show 
cause for hope. Technology, which can be used to 
keep shadow networks hidden, has also been used 
to understand, map and empower those suffering 
within these networks. However, a few issues 
need to be addressed going forward. By examining 
illicit networks holistically, including their origins, 
sources of support, interactions with other illicit 
and licit economies, and the lived experiences of 
impacted individuals, we can begin to understand 
and visualize the critical nodes and mechanisms 
of illicit systems. With this understanding, we can 
come up with creative options that  can mitigate 
the violence and the costs associated with some 
of the world’s most dangerous illicit networks.

tHougHt QueStionS 
1. Does poverty affect involvement in illicit 

networks? How would following money patterns 
and understanding political economy give 
insight into the draw and functioning of  
illicit networks?

2. Do you agree that technology has made some 
illicit networks safer? How has technology 
operated to make other types of illicit  
networks safer?

3. Structural violence (such as poverty, debt 
bondage, and threats in the form of extortion or 
gender or racial discrimination) is often cited as 
a motivating factor for involvement in different 
types of illicit networks. How, specifically, does 
structural violence operate in both similar and 
different ways across different types of illicit 
networks and in different regions or parts of the 
world?

4. How do illicit networks operate at the 
individual, kin, network, state, and interstate 
level? Can they sometimes operate at multiple 
levels simultaneously? How do these networks 
grow? 

5. Why are illicit networks so popular? What are 
the benefits of having these networks? For the 
state? For the illicit network participants?

6. Is there a legal framework that can protect 
participants in illicit networks? Have new laws 
and regulations encouraged the eradication of 
illicit networks?
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